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KOTOpble AOJIKEH




OnacHble Urpbl
B KNéep-
MpPoCTpPaHCTBEe

Knéepyrposbl, O KOTOPbLIX HYXHO 3HATb

KunbepbeszonacHocTb

KOMMNEKC Mep Mo 3awuTe WHPopMaLmn, KOMNbLHTEPOB,
cepBepoB, MOOUMBbHBIX YCTPONCTB U CETEWN
OT HECaHKUVOHMPOBAHHOIO AOCTYMa, KPaxu AaHHbIX,
BPELOHOCHbIX MpPOrpamMMm 1 Apyrux Knbepyrpos.

Tip OCHOBHbIX BU O A

00
onacHocTe: i
: 50
~. 0111
KnbepnpecTynneHne — 3TO AENCTBUA, CBA3AHHbIE H&I
C aTakon N HapyuweHneM (yHKLVOHNPOBaHWSA }:00
NHHOPMALIMOHHBIX CUCTEM, COBepliaeMble OfHUM
NN CPynnov 3MOyMbINEHHNKOB paau 2 0
MaTepuanbHOM HaxuBbl.
TU TUU Knbeparaka — 3TO pencrsug,
&? }?g: HampaBfieHHble Ha MofyueHne
1 1 KOHOUAEeHLMANbHOW MHPOPMaLNK .
! 1”3 A
' 011 . 0121
KnbepreppopnsM — 3TO AeNCTBUS, vMewwme Igg?
CBOEN UeNbl AecTabunmsaumn 3NeKTPOHHbIX 1101
CNCTEM C HaMepeHmeM MocesaTb CTpax 13
NN NaHWKY Cpean HaceneHus. a:u
\
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be30ornacHoOCTb
NMpeBbIille BCero

co3pai napoflb, KOTOpPbIA He B3JIOMaKT

Naponb ponxeH 6biTb ANVHHBIM (HE MeHee
8 CUMBONOB) U CoOfepxaTb OyKBbl pasHOro
permcTpa, uuidpbl U creumanbHble CUMBOSbI.

PerynsapHo
MEHANTE Naposin.

Ve

He wncnonb3ynTe npocTble KOMOUMHaUMK

* * * * * Bpoge «123456» mnnn «password».

\

Hukorpa He ncnonb3ymTe OAWH N TOT Xe ﬂ
naponb ANsi Pa3HblX akKKayHTOB. J éL/

JlonoJIHNTeIbHbIN War
K 6e30MacHoOCTNM

aByxhakTopHas ayTeHTupukauusa (2FA)

9TO AOMONMHUTENbHLIM YPOBEHb 3aWNTbl, MNP KOTOPOM
nocne BBOAA Mapofiid BaM HYXHO MOATBEPAVTbL
CBOKW JNIMUHOCTb Uepe3 KOJf, OTMNPaBMEHHbIN

Ha Tene@oH WNU 3MEeKTPOHHYH MOUTY.

BknwunTe ABYX(PpaKTOPHYH
ayTeHTUPMKaUMKw Be3spne,
rAe 2TO BO3MOXHO.




He pnainTe
BUpPYyCcaM LWWaHCca

aHTusnpycHoe [10

YcTaHOBUTE aHTWBUPYCHbIE MPOrpaMmsl

o

Ha BCe yCTponcTBa, KOTOpble

Bbl MCMOJIb3yeTe AJNA BblXOJa B MNHTEPHET.

Ve

PeryndapHo obHoBnanTe mx 6a3bl AaHHbIX
N MPOBOANTE CKAHWPOBAHME CUCTEMbI.

Ncnonb3ynTe TONbLKO opuuManbHble NCTOUHUKN _\
ANS CKauMBaHWS NPOrpamMMm v MNPUITOXEHUN . e e e e = e e e
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O6HOBJIeHUSA MporpaMmMHoOro
o6ecre4yeHus

[loBblweHne 3¢pPpeKTMBHOCTU U HOBbIE (YHKUMN

Y6e,u,|/|Ter, UTO ornepaunoHHada CncTemMa Ballero KOMIMbHTepa,
a TaKxXe BCe YyCTaHOBJIeHHble TMNMpUnnoxeHmns, BCelr fa OOHOBMNEHDI

AO MoCnepgHnx Bepcun. (
OBHOBMEHNA YaCTO COoAEepXaT MCNpaBleHUs
YA3BMMOCTEN, KOTOPbIE MOMYT WUCMOMIb30BATb
3/10YMbIWSEHHUKMN .




He nanTe Knéep-
npecTynHUKam
WwaHca

6yHbTe OCTOPOXHbI C CCbUIKaMnN N BJIOXEHUAMU

Hukorpa He nepexognTe Mo nNojo3pUTesibHbIM
CCbINIKaM, JaxXe eCcnn OHU Mpuwnn

OT 3HaKOMbIX nwaen. MOWeHHWKWN MOoryT
noajensiBaTb ajpeca OTnpaBUTENen.

Bcerpa npoBepante
URL-agpec ccbinku L
nepenj TeM, Kak

KINKHYTb Ha Heé. )
He oTkpbiBaTe BOXEHUS B MUCbMax

OT Hen3BeCTHbIX OTI'IpaBI/ITeJ'IePI.

Pe3epBHOE
KornupoBaHue

COXpPaHAEeM BaXHYH WHPopMaLUK

PerynsdpHo co3paBanTe pe3epBHble KOMUM BaxHbIX (Hannos,
uTOObl N36EeXaTb MOTEPU AAHHLIX B Cliyyae aTakwu
BUpycoB-lndppoBanbumkos (ransomware).




CounanbHble
ceTun

CoxpaHu cBoWU paHHble B 6e3onacHoCTM

HacTponTe npuvBaTHOCTb CBOWX Mpodpunen
B CoOUMalbHbIX CeTAX, 4YTODObl OrpaHUNUYNTb
LOCTYM MOCTOPOHHUX MWL, K Bawew WHpopMaunn.

- 1
He npuHuMariTe 3anpocbl ApyXObl 1
OT HEe3HaKOMbIX NAEN .
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ByabTe BHMMaTeNbHbl Npu Nybnmkaumn
hoTorpapun N BUAEO — OHU MOryT OblTb
NCMONMb30BaHbl MPOTMB BacC.

1
0
0
1

Ecnn Bbl nogknwuaeTecb K obwecTBeHHbIM Wi-Fi ceTam,
NCNonb3ynTe BUPTyaslbHble yacTHble cetn (VPN),

uTOOblI IawnNPpoBaTb CBOW TpaPuk M NPefOoTBPATUTb
nepexsaT JAaHHbIX .




CoxpaHsaeMm
NMEMMBaTHOCTbL

OrpaHNuUbTE AOCTYN K JIMUHOW WMHpOpMaUUn

He ny6nnkymTe CAMWKOM MHOIMO JIMYHbLIX AAHHbIX B COLMANbHbLIX
ceTdax N Ha ¢QopyMmax.UHpopmauysa Bpoje BawWero MoSIHOrO WMMEHM,
ajgpeca MpoxvmBaHUA, HoOMepa TenepoHa UNUN AaTbl POXLEHUS MOXET
CTaTb WHCTPYMEHTOM B PYKaX 3J/I0YMbIWIEHHUNKOB .

MOWEHHVKN MOryT WCMNONb30BaTb 3TY WHPOPMALMK ANA CO3LaHUSA
hanbWwMBbIX MPOOUNEN UMW aTakK TUNa «CounianbHOM WMHXEHEPUUN» .

Ecnn KTo-TO MpocUT Bac MpefoCTaBUTb NUUHYH
NHboOpMaLMK Uepe3 3MEKTPOHHYH MOUTY UNKU CoobWeHus,
BCerjga MpoBepsinTe MCTOUHMK 3anpoca.

4 N\
\ [TOMHUTE, UTO MOWEHHNKN
MOIYT MPUTBOPATLCS
BaWVMU ApPY3bSAMM

NN POACTBEHHUKAMU,
uTOObl BbIMAHUTL Yy BacC
NNYHbIE [AaHHbIE .

/\ )




OULLUVHTI

obe3onacb cebsi 1 cBOU (PUHAHCHI

3MOYMbIlNEHHNKN CO3aKT MOAAENbHbIE
CanTbl NN MUCbMA, KOTOPbIE BbIrNSAAAT

‘ ‘ Kak HacTosme, UuTobbl 3aCTaBUTb Bac
BBECTWN NNUHbIE [aHHbIE, TaKne KakK JOrUHbI,

naponu unnm Homepa GaHKOBCKUX KapT.

)

byabTe BHUMaTENbHbI
n npoeepanTe URL-appeca canToB
nepej BBOALOM KOHPUAEHUMANbHOWM MHPOpMaUUn .

BaM MoryT npepnoxmTb MNOnyunTb 6ecnnaTHbI NojapokK

WA YUaCTBOBATb B PO3bIrpbille, HO ANs 3TOro norpebyeTcs
BBECTW JINUHYH MHOOPMALMK WN OMNATUTb HEeBONblYH CYMMY .
9TO ynoBKa ANS MNONyUYEeHUS BaWWX AAHHbBIX .




OCTOPOXHO,
MOLUEeHHUKW

He CTaTb XEepPTBOW WaHTaxa

N BbIMOINaTeJibCTBa

MOWEHHNKN MOryT YrpOXaTb PAaCKPbITb Balwn
NUHble GoTorpapum MmN nNepenncku,
€CNN Bbl HE 3arnnaTnTe UM LEeHbMU.
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HemeaneHHo coobuyTe o6 3TOM pPOAUTENAM, 1 }
YUNTENAM UAN CneunanncTaM.

OCTOPOXHO,
dasibIWLWMBKUN

nopapesibHble Mara3vHbel U ayKLUWUOHBI

Mpn Nokynkax B WHTepHeTe obpawanTe BHVMaHWE
Ha OT3biBbl MOKYyMNaTeNen 1 penyTaumw npojasLa.

HekoTopble canTbl MOryT OblTb CO3A4aHbl
cneumanbHO ANS TOro, JTOObl yKpacTb
BalWy MMaTEXHYKW WHPOPpMaUWK.




OCTOPOXHO,
CKPUMNT- MaViHep

-

9T CKPWNTbl BCTPAMBAKNTCA B BebO-CTpaHMUpI
N WNCMONb3YHT pecypcChl BaWero KOMMbHTepa

ANs pobbluM KpMNTOBaNWTbl 6€3 Bawero BejoMa. o

CneanTe 3a Harpyskow Ha npoLeccop
N MCNOoNb3ynTe GNOKMPOBUWMKYM pPeKIaMbl
N CKPUMNTOB.
3 IHEI

Cou.waana;l
NHXXeHepUus

He CTaTb NEWKOW B UYXON uUrpe

9TOT BWJ, MOWEHHWYEeCTBa OCHOBAaH

Ha MNCUXONOrNUYECKOM MaHUMYNMPOBAHUN .
Hanpumep, BaM MOXeT MNO3BOHWTb YerioBeK,
NpeLCTaBMBLNACA COTPYAHUKOM bBaHka,

M MNOMPOCUTb MNPEefOCTaBUTb HOMEP KapThl

mnn PIN-kopg. lOMHMTE, UTO HacTosAwme
COTPYAHUKN OAHKOB HMKOrAa He 3arpawvBakT
TakKyKw WHOOPMaUMK Mo TenegpoHy .




